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STTP over EIDSN Demonstration Overview

® Purpose SIEGate

To compare STTP protocol / New version with STTP \
performance to IEEE C37.118 deployed at both SPP and TVA

https://www.osti.gov/search/semantic:1504742 CMetriCSd
https://github.com/sttp/dotnetapi apture
Publisher
® Approach .

= Use the EIDSN as the ‘:’SPP Egns“ m

transport layer
Subscriber

= Use GPA’s secure gateway, U
SIEGate as the test application
= Test performance at differing Captured

data volumes
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Protocol Difference:

Frames vs. Atomic Packets

B IEEE C37.118

Created to support substation to control center phasor data
communications

= Frame-based protocol where the frame size is a function of "
the number of measurement points

= Efficient data exchange, i.e., small number of bits per point
= Widely used -- The standard for phasor data communication

for 15+ years
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Field Byte Size
SYNC 2
FRAMESIZE 2
IDCODE 2
SOC 4
FRACSEC 4
r STAT 2
I PHASORS 4 x PHNMR
I or
I 8 x PHNMR
I FREQ 2o0rd
I DFREQ 2ord
I ANALOG 2 x ANNMR
I or
I 4 x ANNMR
- DIGITAL 2 x DGNMR
Repeat Fields

CHK
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use cases.)

Created to support control center to control center phasor data
communications (as well as other high-fidelity, high-volume streaming data

Network MTU packet size optimized for efficient communication

= |ntrinsically reduces losses by removing stress of large frame-size on networks

= Allows the safe co-mingling of phasor data with other operational data
network traffic rather than having to isolate phasor data on purpose-
provisioned networks

= Metadata exchanged as part of protocol significantly simplifies configuration

management

= Includes lossless compression to reduce bandwidth use over C37.118
= Security-first design with strong authentication and option for encryption
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Field Byte Size
FL
Field Byte Size
SIGNA
FL
/i Field Byte Size
SIGNA
TIME FLAGS 1
VF#
SIGNAL INDEX 2
TIME
- VALUE 4
TIMESTAMP 2to 8
Field Byte Size
FL
Field Byte Size
SIGNA
FL
Vi Field Byte Size
SIGNA
TIME FLAGS 1
VF
SIGNAL INDEX 2
TIME
VALUE 4
TIMESTAMP 2to 8

Individual
Measurements

1

Measurements
in one packet
may differ from
another

N

1 Packet, Several
> Unsynchronized
Measurements




® SPP increases provisioned EIDSN bandwidth from 2 to 10 mbps to facilitate
testing

® 5 mbps is allocated for this test to avoid impact to production TVA and SPP
processes

® SIEGate nodes placed on EIDSN by TVA and SPP
® SIEGate nodes configured for testing (and will be left in production following testing)

® GPA PMU Simulator used to create repeatable “test cases” at varying load
levels

® For testing, TVA is the phasor data publisher and SPP is the subscriber

@ Data recorded by both TVA and SPP during testing
= 4 Test Cases C37.118
= 3 Test Cases for STTP

% ASP STTP Project Update - April 15, 2019 Sttp IEEE 2664 4

% OF-859



STTP Configuration Steps for TVA = SPP Data Flow

» SIEGate Manager

s SIEGate Manager

Inputs Outputs Actid

Home Publication

e e SPP creates an authentication TVA imports request and ———

Subscription Inputs

Quick Links Create Authorization Request . i . .
- — ~. request that includes certificate certificate to authenticate SPP /[ importsRQ.. | | importceR.. |
gg ‘ Meag.anefﬂnaqmenm g ] "'

< | 100

E-mail
Secure Authentication

6 SPP Request
~—Inputs and Ouputs—

Subscriber

Publisher

— T nputs and Ouputs:
ata E e —— 3] —
= 5]
| SIEGate |~ [| scaowens :
—_ s e @ 5]
/' 2 / = SCADA/EMS
@
- b}
|_—> § Visualization / =
s . s
< Encrypted Data > = | _—> § Visualization
, Pub/Sub ‘ 13 PDC =
C37.118 |5 PDC
—= <
Other SIEGate - C37.118
S lle server —
L Nodes ) /Aams s .. L ) Other SIEGate - -
Real-time Representative Implementation Alarms & . | y
SIEGate Notifications Aty = -
i | » . Representative Implementation
Operating Operating O P — Real-time
Logs Information SIEGate
. Seectet: 1 | search || agvanced.. Operating Operating
Config ‘ = = mm;'n' Logs Informalloq.
Logs P @ DIVARCH TVA TESTDEVICE-DELLABEIM “
SIEGate : 3 M TVA TESTOEVICE:ARER Config
Configuration Manager EEa e Logs SIEGate
LB AREDF \
RDBMS ey e Configuration Manager
%‘_J B DEVARCH Tva_TESTDEVICE-CORDARE! RDBMS
@ DEVARCH TVA_TESTDEVICE-BUSLABEV \ J
Enterprise Log Enterprise @ DRVARCH Tva_TESTORVICE-DELLARR! ¢
Integration Configuration @ DIVARCH TVA TESTDEVICE-LAGO:AE Test Devic
Suet Syt @ DEvARCH TVA TESTDEVICE-BUSIABEVH Test Desc Enterprise Log Enterprise
ystems ystems @ DIVARCH TVA_TESTDEVICEARES Test Dewic Integration Configuration
I . @ DovARCH TVA TESTOEVICE-BUSIABEVH Test Dewc Systems Systems
SPP selects points =
(SP desired from those TVA authorizes the
ik 0 . .
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Test Set Up

TVA creates simulated data

feed and increases data - M: | i TVA i S d ata p u b I i S h e r

""" ® SPP is data subscriber
g 1 ~ @ Phasor data for testing
©0pp i produced by a phasor data
Subscriber EE_BSN SI EGate Si Mmu I atO I

Metrics

Publisher
s SlE(13ate < C‘\SW ® Limit of 5 Mbps allocated
i for testing

2.68 weeks

® All testing uses TCP/IP

dashboard h-oste.dbythe i MUItiple tEStS run With
— both TVA and SPP
capturing test statistics
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Test Cases / Phasor Data Loading Levels

I[EEE C37.118
Number of measurement points is the | TEST | Points | PMUs |
best factor for protocol comparison 1 450 30
STTP test inadvertently included more Il
points per PMU S e
4 5,085 339

= C37.118 — 15 measurements per PMU

= STTP — 19 measurements per PMU
STt 1EEE 2664

GPA phasor data simulation tool TEST | Points | PMUs
1

maxed-out at 139 PMUs per instance 2641 139

Multiple simulator instances used for 2 6441 339
the larger test cases 3 8341 439
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Demonstration Test Results

IEEE C37.118

@ STTP has greater mm

throughput 0.41Mbps  3.3%  2.1GB
2 1,125 0.99Mbps  3.6%  2.1GB

3 2085 171Mbps 4.1%  2.1GB
® More server CPU cycles 4 5085 4.67Mbps 5.0%  2.0GB

are required for STTP
STt 1EeE 2664

® Server memory use is mm

about the same 2,641  1.53 Mbps 5.1%  2.1GB
2 6,441 3.72Mbps  89%  2.0GB

3 8,341 4.90 Mbps 10.6% 2.1GB

& \OF STTP Project Update - April 15, 2019
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Lossless
compression
enables
greater STTP
throughput

Demonstration Test Results

Points Per Mbps of Bandwidth
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Demonstration Test Results

IEEE C37.118

800

Lossless
compression
requires
more CPU
cycles

__________________________________ _ STtp EEE 2664
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Test / Demonstration Conclusions

The 5 Mbps limit for the test was adequate to represent large phasor data flows
between RCs over the EIDSN — 300+ PMUs in the case of C37.118 and 400+ for STTP.

The STTP beta code performed well in both publication and subscription modes. No
issues were discovered during the test.

Setup and configuration worked smoothly and is significantly improved over C37.118
without the need for both parties to have the same namespace or share
measurement point keys.

STTP achieved desired bandwidth reductions with simple lossless compression
techniques. (STTP is designed to enable easy plug in of new compression methods.)

The measured additional server loading for STTP compression/decompression is
acceptable.

No other significant differences in the protocols were discovered during the testing.

Validation of operation in the demonstration was sufficient for TVA and SPP to begin
Ionﬁer term evaluation of STTP through its use as their production phasor data
exchange protocol.
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Project Partners
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sttp
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STTP Demonstration — April 2, 2019
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Real-Time Test Monitoring

C37.118 — 30 Devices C37.118 — 75 Devices
3 TVA->SPP C37 EIDSN Test

{3 TVA->SPP C37 EIDSN Test C < ©napr2201909:13:43 o Apr 2, 2019 09:23:51 9

Test Parameters Bandwidth Latency Meas/Sec Bytes / Measurement Test Parameters Bandwidth Latency Meas/Sec Bytes / Measurement

30 Devices 400 kbps 447 ms 13K 39 b/m 75 Devices 985 kbps 316 ms 32K 39 b/m

Bandwidth vs. Latency Measurements/Sec + Bytes/Measurement Bandwidth vs. Latency Measurements/Sec + Bytes/Measurement
10.0 Mbps 10.0 Mbps

6.0 Mbps 6.0 Mbps

4.0 Mbps 4.0 Mbps

WIS eapy/seig
WIS eapy/seig

Oms DB

Oms 0
09:30 : i 09:38 : : i 09:38

0 bps
0914 T A 0922 0914 09:16 i 0922

== TVA_PDC Bits TVA_PDC Latency == TVA_PDC Megs/Sec == TVA_PDC Bytes/Meas == TVA_PDC Bits TVA_PDC Latency == TVA_PDC Megs/Sec == TVA_PDC Bytes/Meas

SIEGATE CPU PMU Server Network 10Gbps Port 2 SFP+ RX SIEGATE CPU PMU Server Network 10Gbps Port 2 SFP+ RX

10 Mbps 10 Mbps

I I [
I | gl |
P e TR TR T TTLATI T
0 bps I
09:30 ¥ 09:34

RX == C37

STTP Project Update - April 15, 2019 Sttp IEEE 2664 14




Real-Time Test Monitoring

C37.118 — 139 Devices C37.118 — 339 Devices

49 TVA->SPP C37 EIDSN Test 49 TVA->SPP C37 EIDSN Test

Meas/Sec Byles / Measurement

146 K 40 b/m

Measurementis/Sec + Bytes/Measurement

Bandwidth

4.65 Mbps

Bandwidth vs. Latency

Latency

3.43s

Test Parameters

339 Devices

Meas/Sec Byles / Measurement

43 K 38 b/m

Measurementis/Sec + Bytes/Measurement

Bandwidth

1.325 Mbps

Bandwidth vs. Latency

Latency

533 ms

Test Parameters

139 Devices

10.0 Mbps 10.0 Mbps

6.0 Mbps 6.0 Mbps

4.0 Mbps 4.0 Mbps

JswaInseap/seiig
JswaInseap/seiig

0B D byp: 0 ms 0B

0 bps
09:58

== TVA_PDC Bits

0 ms

10:00 10:04 10:06 10:08

TVA_PDC Latency

SIEGATE CPU

09:58
== TVA_PDC Meas/Sec

10:00

10:06

10:08
== TVA_PDC Bytes/Meas

PMU Server Network 10Gbps Port 2 SFP+ RX

10 Mbps

5 Mbps

1000

10:02

o
i
0 bps I - |

10:04

10:06 10:08

s
1024 10:26 1034

== TVA_PDC Bits TVA_PDC Latency

SIEGATE CPU
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10:24

== TVA_PDC Meas/Sec

1026

10:28

1032

1034
== TVA_PDC Bytes/Meas

PMU Server Network 10Gbps Port 2 SFP+ RX

10 Mbps

0 bps
1024

RX == C37

10:26

10:28

10:30

1032 10:34
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Real-Time Test Monitoring

STTP — 139 Devices STTP — 339 Devices

(5} TVA->SPP STTP EIDSN Test -] { @apr2,201911:17:19 to Apr 2, 2019 11:28:16 (5} TVA->SPP STTP EIDSN Test

Latency Meas/Sec Bytes / Measurement Test Parameters Bandwidth Latency Meas/Sec Bytes / Measurement

66 K 18 b/m SRERn AL 3.81 Mbps 493 ms 179 K 22 b/m

Measurements/Sec + Bytes/Measurement

Test Parameters Bandwidth
139 Devices 1.17 Mbps 498 ms

Bandwidth vs. Latency

Measurements/Sec + Bytes/Measurement Bandwidth vs. Latency

10.0 Mbps 250K | 10.0 Mbps

8.0 Mbps 8.0 Mbps

6.0 Mbps 6.0 Mbps

4.0 Mbps

JBLWaInseap/saiig

4.0 Mbps |

JBLWaInseap/saiig

2.0 Mbps | 2.0 Mbps

0
11:18 = 11:28 1132 1134 11:36 11:30 1132 1134 1136 11:38 11:40
== TVA Meas/Sec == TVA Bytes/Meas == TVA Meas/Sec == TVA Bytes/Meas

PMU Server Network 10Gbps Port 2 SFP+ RX

SIEGATE CPU PMU Server Network 10Gbps Port 2 SFP+ RX SIEGATE CPU
15 Mbps

15 Mbps

10 Mbps 10 Mbps |

5 Mbps | it Y N i Y P
' A AAN, Il O
. ML

- 0%
11:26 118 1120 3 124 126 11:28 11:30 1132 1134 11:36 11:38 : 1130 132 1134 11:36 11:38

RX == STTP RX == STTP
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Real-Time Test Monitoring

STTP — 439 Devices STTP — All cases compared

43 TVA->SPP STTP EIDSN Test u TVA->SPP STTP EIDSN Test

Meas/Sec Bytes / Measurement Test Parameters Bandwidth Latency Meas/Sec Bytes / Measurement

225 K 29 vom aussal 4.92 Mbps 541 ms 225K 22 b/m

Test Parameters Bandwidth Latency
S e 4.92 Mbps 541 ms

Bandwidth vs. Latency

Bandwidth vs. Latency Measurements/Sec + Bytes/Measurement

Measurements/Sec + Bytes/Measurement
10.0 Mbps

10.0 Mbps
8.0 Mbps
6.0 Mbps 6.0 Mbps

4.0 Mbps |

PUCTTET EEEEESRE)

4.0 Mbps

WBWRINSEaN/sag

|
2.0 Mbps 20 Mius. 3
0B O'ms 0 0B
1142 : . - 5 1152 : 3 : 11:50 11:20 2 : 11:50
== TVA Meas/Sec = TVA Bytes/Meas TVA Latency == TVA Meas/Sec == TVA Bytes/Meas

SIEGATE CPU PMU Server Network 10Gbps Port 2 SFP+ RX SIEGATE CPU PMU Server Network 10Gbps Port 2 SFP+ RX

15 Mbps

10 Mbps

‘mihww i AN B \uuuu m

120 'I‘I.3|1 11:50

11:42 1146
RX == STTP

RX == STTP
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