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Schedule and Deliverables

Deliverables

Update PMP
Release ASP Spec

Develop a Toolkit
Develop Demo Plan

Publish Demo
Results

Publish API

ASP

OE-859

1.0 Project Governance
1.1 Update PMP (D1)
1.2 Update Data Management Plan
1.3 Establish Contracts
1.4 Manage Project and Submit Reports

2.0 Protocol Specification
2.1 Define Requirements
2.2 Create Initial Design (M1)
2.3 Release ASP Specification (D2 - M2)

3.0 Alpha Software Development
3.1 Develop Alpha APls
3.2 Develop Alpha Tool Kit (D3)
3.3 Release Alpha Versions (M3)

ASP Project Timeline

Period 1 (April 2017 - March 2018)

Period 2 (April 2018 - March 2018)

1Qtr

2 Qtr

3 Qtr

4 Qtr

1Qtr 2Qtr. | 30Qtr 4 Qtr

May-Jul

Aug-Oct

Nov-Jan

Feb-Apr

May-Jul | Aug-Odt | Nov-Jan [ May-Jul

4.0 Incorporate the ASP APIs into Tool Suites
4.1 Incorporate Alpha ASP into EPG Tools
4.2 Incorporate Alpha ASP in WSU Tools
4.3 Bench Test EPG and WSU Tools

5.0 Demonstrations and Final ASP Specification
5.1 Develop EPG Tool Demo Plan (D4)
5.2 Develop WSU Too Demo Plan
5.3 Conduct Demo & Publish Results (D5-M4)
5.4 Publish Ver 1.0 APl with Documentation (D6 - M5)
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What Makes STTP Different?

Synchronized Frames vs Atomic Packets
Reduced Data Loss

Lossless Compression

Scalability (to hardware limits)

Publish / Subscribe Model

Publisher Data Access Control

IP Level Security

Configurable Connection Origin
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Difference: Synchronized Frames vs Atomic Packets

Data Packet

] IEEE C37118 / Command payload is

a set of Data Points:

- Individual
Field @ Data Point "\ — Measurements
SYNC Data Packet Command struct { /
- FRAMESIZE has a target size, e.g., MTU of THEL b _
MTL . uint8[] value; _
_8 IDCODE 1,500 bytes minus 40-byte uintg[] state; ’
Fragm( & coc TCP header = 1,460 bytes: }
A DataPoint;
© r N\ K / ] I
- FRACSEC ) .
E STAT struct { @} Data Point \ ] Measurements
o L uint8 commandCode; — in one paCket
@) | PHASORS uintl6é length; struct { ;
MTL o | uint8[] payload; P < uint32 id; — may d/fferfrom
} uint8[] value;
Fragm1 II: | Command ; uint8[] state; - another
() | FREQ N d } The total number of Data Points N I
Command Code = 0x06 DataPoint; per Data Packet Command payload
- | DFREQ \ / is variable and depends on the size
| ANALOG of each Data Point ]
| 3)" DamPont — ; 1 Packet, Several
| — _ | & Unsynchronized
MTU << L uint32 id; Measurements
DIGITAL uint8[] value; —
. uint8[] state;
Fragment Repeat Fielc ) ]
S CHK \Datapoint; / _ | &
\
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Difference: Reduced Data Loss

Data Loss

The Wire Protocol Transmitting Data with
' Small Atomic Packets
and no Concentration
Reduces Data Loss

o
)
=]
=}
o
-
5
=]
-
¥

0.22

| 0.0 0.04 0.03
TCP UDP TCP
Large Medium Medium

. Data from testing performed at PeakRC
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Difference: Lossless Compression

Bandwidth (MBITS/S)

Lower Bandwidth
with Lossless TCP
Compression

The Wire Protocol

=
0.89
| 0.60

UDP @ TCP  UDP  TCP

* Methods to impler e Sl BRI Mcdit use cases

where a “no comma — : :EE C37.118.

ASP . . ,
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Difference: Scalability

0
o

Zonexd,

~
o

@
o

Zoner3)
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Purpose-huilt / allocated networks
typically required
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Al Data |oss gng lﬂce)rﬁc\ﬁq'ﬁ |lcj)(re1$points per

begin to a pe‘g{écond er connection
Network ' c?

uning ma GFECLUIFS
N common haraware.
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~
=]

-
o

IEEE C37.118 Configuration Frame Size (kB)
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Number of PMUs (at 16 signals per PMU)
0 - 3000 3500 4000 4500 5000

100 150 200
Points Per Second (000’s)
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Difference: Publish / Subscribe Model

Individual :
: L. Only data intended
Data Point A-Data (P”O”ty 1) for subscriber will
@ © © 0O be published

B-Data (Priority 2) O\ML"JTING \\\
00660 6 @ (pHocEccon/|®o @000 @,

The STTP data
is interleaved
Metadata Q

@ 0000

Publisher
19q112sqns
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Difference: Publisher Data Access Control

All Source

Measurements
STTP
Subscriber
B

ASP . . .
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Difference: IP Level Security

@ Security at IP Layer

= TCP: Primary security is added at the socket using

industry standard Transport Layer Security (TLS or SSL).
The Wire Protocol X.509 certificates are used to authenticate connections

iEeDC” » and provide encryption through public key

iy infrastructure.

= UDP (optional): When existing command channel is
secured with TLS, UDP uses AES symmetric encryption
with keys exchanged over the TLS secure channel.
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Difference: Configurable Connection Origin

® Two Types of Connections Supported

Forward

= Subscriber connects to Publisher — typical operation
| where a listening server-based publisher with
The Wire Protocol connecting client-based subscribers

Reverse

= Publisher connects to Subscriber — operation where
client-based publisher connects to listening server-
based subscriber; used to cross security zones in
desired direction

#@ Bidirectional Communications Allowed

= Once connection is established, publisher/subscriber
functions can operate in either direction over the
single connection

2\ 2 OE-859
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Difference: Configurable Connection Origin

® Publisher and Subscriber operations are “functions” in STTP — not “objects”
® As such, a publisher “sends” data and a subscriber “receives” data — always

Crossing Security Zone with Reverse Connection

The Wire Protocol

OZ 0E-859

@ecure Environmem

ﬂ:orporate Networh

>> Connection >>

a4

Data Source /

S/ Publisher

Client-Style
Connection

>> Data Flow >>

»J v Edoe

Firewall allows \

w et

Data Sync /

connechons out but not in
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How Is the Project Team Advancing STTP?

® Documenting the Specification

® Developing the General Use API

® Conducting Demonstrations

® Participating in I[EEE Standardization

) BXESSSI; NASPI Work Group Meeting - Philadelphia, PA - October 23, 2018 Stt p 14



Advancement: Documenting the Specification

. # Bocic Powe Gouo srecere @Utilicast =, R see JABRIDGE s,
@ A" S Quemen PingThings gt ercots  Cieion o P ¢ soummzal
V  EDEE e - Pl Guhen Sbhum

https://github.com/sttp

o\ OE-859

@ Specification development is open on GitHub:
= https://github.com/sttp/Specification

® Daily builds of specification are available in
PDF, HTML and GitHub markdown formats

® Topics include:
= Protocol Overview
= Establishing Connections
= Commands and Responses
= Compression
= Security
= among others

® Anyone can propose an edit with a pull-request
= See “How to Contribute” on spec site for details
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Advancement: Developing the General Use API

Applications Applications

Provided by the ASP Project

v

The Wire Protocol

BN
sttp

Key STTP Requirements:

Low-Level

Low-Level
API

API

SIEGate

spuewwod d1is

,‘ STTP Commands

COMPLEX DATA
STRUCTURES

@ Performant Data Exchange at Scale
® Extensible Metadata

@ Access Control and Security

@ Bidirectional Connectivity

ASP . . .
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Advancement: Developing the General Use API

Publisher Subscriber
= Methods = Methods
Low-Level e Connect e Connect
API e DefineMetadata e Disconnect
e Disconnect * RequestMetadataTables
e DisconnectSubscriber e RequestMetadata
e SendData e Subscribe
PUB = Callbacks / Events * Unsubscribe
SUB e SubscriberConnected e SecureDataChannel
e SubscriberSessionEstablished = Callbacks / Events
e SubscriberDisconnected e ReceivedMetadataTables

e ReceivedMetadata
e ReceivedDataPoints
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Advancement: Developing the General Use API

Core DataPoint Metadata Synchrophasor Metadata

= Point ID (guid) = Point ID (guid)
Low-Level = Device ID (guid) = SignalReference (string)

API = Tag (string) = Protocol (string)

= AlternateTag (string) = SignalType (string)

= Description (string) = EngineeringUnits (string)
PUB = Enabled (bool) " PhasorType (string)
SUB = Created (date-time) = Phase (string)

= Updated (date-time) = DataRate (float)

Device Metadata " etc.

= Device ID (guid)
= Name (string)
= etc.
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Advancement: Developing the General Use API

® Complex Structure Encoding (e.g., IEEE C37.118)

= |ncludes, as needed, data concentration at final consumer

|[EEE C37.118 In IEEE C37.118 QOut

()
‘m

Publisher

PingThings
AT———

Subscriber Existing Tool / Analytic
that only Speaks
|IEEE C37.118

P T
- -.1;.“"

. —
COMPLEX DATA ;
STRUCTURES Sl%ate
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Advancement: Developing the General Use API

® Advanced Data Logic

= Variable distribution of redundantly measured values
= Blue-sky state data reduction (for apps that desire this)

® Gateway transmission of other protocol data
= |CCP, DNP3, Modbus, OPC, OpenFMB

® Dynamic Data Volume

= Adjust data publication volume based on system

conditions, e.g., sending more information when an event
has been detected for increased monitoring and detail
(where desired)
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Advancement:. Conducting Demonstrations

WSU Tools Demo EIDSN Transfer Demo
" Tools testing and observations = Testing TVA = SPP with
with STTP, e.g., memory e |EEE C37.118, and
utilization, data loss, CPU loading e STTP over TCP
and impacts on running analytics = Recording and comparing
= Testing at TVA, SPP, OG&E and results with a real-world
SDG&E data transfer

EPG Tools Demo

" Integration and comparison
testing of ePDC for observations
with STTP, e.g., CPU loading, data
loss, latency and memory impact
when receiving STTP data

= Testing at PJM and Dominion

G \>SP NASPI Work Group Meeting - Philadelphia, PA - October 23, 2018
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Advancement: Participating in IEEE Standardization

This year the IEEE P10 STTP
Sttp ) PIEEE  working group was established
to develop a project

STTP on track to become: authorization request (PAR).

The PAR was approved by the
LEEE 2664 IEEE-SA New Standards
Committee on September 27,

2018 and given a proposed IEEE
standard number of P2664.
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