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NASPI Data and Archive Workshop 4/15/2019

Introduction

2006 – Eastern Interconnection Phasor Project renamed to the North American SynchroPhasor Initiative (NASPI). NERC began funding the project and hosting meetings

Fewer than 200 research-grade PMUs on the grid

175 members total, 50 members attended meetings 

2014 – U.S. DOE began funding NASPI, EPRI to host work group meetings 

1700 production-grade PMUs in service

1400 members total, 200+ attendees per meeting

Vision – Improve power system reliability through wide-area measurement, monitoring and control.

Mission – Create a robust, widely available and secure synchronized data measurement infrastructure for the interconnected North American electric power system with associated analysis and monitoring tools for better planning and operation, and improved reliability.









Confidential & Proprietary  |  Copyright  © 2019





Slide  ‹#›



2015 - NASPI



 Major PMU Instillations in North America
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Agenda

Introduction Dan Brancaccio (5)    1:00 pm

Synchrophasor standards updates   30 minutes

01 IEEE C37.118 -2011.2 P9 update Dan Brancaccio (10)

02 IEC 61850-90-5 update Yi Hu (10) 

03 STTP update Ritchie Carroll (10)

04 New PDC Standard Harold Kirkham (10)

Communication architectures (15) Dan Brancaccio

05 CIP compliance and synchrophasor data (5)

06 EPG Techniques to fill in missing data (10) Frank Carrera

Archive strategies Mathew Rhodes 140 minutes   1:50 pm

07 Use cases (10)

PRC-002-2 Dan Brancaccio

MOD 26 & MOD 27 Dan Brancaccio

08 Ritchie Carrol, GPA (10)

09 Sean Murphy, PingThings (10)

10 SEL SynchroWAVe - Jared B., Greg Zweigle combined with (10)

SRPs strategy with SynchroWAVe Matthew Rhodes (10)

Break (10)    2:40 pm
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Agenda (cont.)

11 Tony Farris, BPA (10)

12 Kevin Jones, Dominion (10)

13 Tom Anderson, SAS – (10)

14 Viktor Litvinov, GRT (10)

15 EPG – (10) Frank Carrera

16 Dan Brancaccio (Quanta) example architectures (10)

Questions (30) 3:40 pm

Communication issues 15 minutes Dan Brancaccio (Time permitting) 4:00 pm

17 Troubleshooting

Dashboards

Business processes

18 Conformity assessment program (1588) – Terry Jones 

19 Naming Conventions Dan Brancaccio 10 minutes (Time permitting)

Wide area

Local
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IEEE C37.118 -2011.2 P9 Update

Weekly meetings (mostly) every Thursday 4:30 PM  Eastern Time

Vasudev Gharpure VGharpure@Quanta-Technology.com

FRACSEC

Now a 24-bit integer. Possible switch to integer value sample index of sample rate

Event driven data frames

For breaker and other events that don’t occur on synchronous frequency divisions

STAT Flag Bits

Expand to 32-bits (16 each for PMU and PDC)

Clearly specify which device can set which bits

Present

Bit 15–14 Data error: 

00 = good measurement data, no errors

01 = PMU error. No information about data

10 = PMU in test mode (do not use values) or absent data tags have been inserted (do not use values)

11 = PMU error (do not use values)

Bit 13 PMU sync 0 when in sync with a UTC traceable time source

Proposed

Bit 15 set only by PDC 0 = Good, 1 = Data Late

Bit 14 set only by PMU 0 = Good, 1 = Test Mode

Bit 13 set only by PMU 0  = in sync with a UTC traceable time source
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STTP Project Update
Demo of STTP over EIDSN

NASPI Workshop	


April 15, 2019



DOE FOA 1492

DE-OE-859

Project Demonstration by TVA and SPP











1







STTP over EIDSN Demonstration Overview

Purpose
To compare STTP protocol performance to IEEE C37.118



Approach

Use the EIDSN as the transport layer

Use GPA’s secure gateway, SIEGate as the test application

Test performance at differing data volumes









Publisher

Subscriber

Metrics Captured

Metrics Captured



New version with STTP deployed at both SPP and TVA



STTP Project Update - April 15, 2019







IEEE 2664

https://www.osti.gov/search/semantic:1504742
https://github.com/sttp/dotnetapi
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IEEE C37.118

Created to support substation to control center phasor data communications

Frame-based protocol where the frame size is a function of the number of measurement points

Efficient data exchange, i.e., small number of bits per point

Widely used -- The standard for phasor data communication for 15+ years









Protocol Difference: Frames vs. Atomic Packets

STTP – IEEE 2664

Created to support control center to control center phasor data communications (as well as other high-fidelity, high-volume streaming data use cases.)

Network MTU packet size optimized for efficient communication

Intrinsically reduces losses by removing stress of large frame-size on networks

Allows the safe co-mingling of phasor data with other operational data network traffic rather than having to isolate phasor data on purpose-provisioned networks

Metadata exchanged as part of protocol significantly simplifies configuration management

Includes lossless compression to reduce bandwidth use over C37.118

Security-first design with strong authentication and option for encryption

STTP Project Update - April 15, 2019
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SPP increases provisioned EIDSN bandwidth from 2 to 10 Mbps to facilitate testing

5 Mbps is allocated for this test to avoid impact to production TVA and SPP processes

SIEGate nodes placed on EIDSN by TVA and SPP

SIEGate nodes configured for testing (and will be left in production following testing)

GPA PMU Simulator used to create repeatable “test cases” at varying load levels

For testing, TVA is the phasor data publisher and SPP is the subscriber

Data recorded by both TVA and SPP during testing

4 Test Cases C37.118

3 Test Cases for STTP

Test Process

IEEE 2664



IEEE 2664

STTP Project Update - April 15, 2019
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SPP selects points desired from those authorized …













              STTP Meta Data

IEEE 2664

Subscriber







TVA authorizes the points SPP can access…





Publisher

STTP Configuration Steps for TVA  SPP Data Flow

STTP Project Update - April 15, 2019





SRQ

SPP creates an authentication request that includes certificate











E-mail

Secure Authentication Request



SRQ



TVA imports request and certificate to authenticate SPP



     STTP Data Flow   
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TVA is data publisher

SPP is data subscriber

Phasor data for testing produced by a phasor data simulator

Limit of 5 Mbps allocated for testing

All testing uses TCP/IP

Multiple tests run with both TVA and SPP capturing test statistics

Test Set Up

STTP Project Update - April 15, 2019
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Number of measurement points is the best factor for protocol comparison

STTP test inadvertently included more points per PMU 

C37.118 – 15 measurements per PMU

STTP – 19 measurements per PMU

GPA phasor data simulation tool maxed-out at 139 PMUs per instance

Multiple simulator instances used for the larger test cases

Test Cases  / Phasor Data Loading Levels

		TEST		Points		PMUs

		1		450		30

		2		1,125		75

		3		2,085		139

		4		5,085		339



IEEE C37.118



IEEE 2664

		TEST		Points		PMUs

		1		2,641		139

		2		6,441		339

		3		8,341		439



STTP Project Update - April 15, 2019
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STTP has greater throughput 


More server CPU cycles are required for STTP


Server memory use is about the same



Demonstration Test Results

STTP Project Update - April 15, 2019

		TEST		Points		Bandwidth		CPUSPP		MemSPP

		1		450		0.41 Mbps		3.3%		2.1GB

		2		1,125		0.99 Mbps		3.6%		2.1GB

		3		2,085		1.71 Mbps		4.1%		2.1GB

		4		5,085		4.67 Mbps		5.0%		2.0GB



IEEE C37.118



IEEE 2664

		TEST		Points		Bandwidth		CPUSPP		MemSPP

		1		2,641		1.53 Mbps		5.1%		2.1GB

		2		6,441		3.72 Mbps		8.9%		2.0GB

		3		8,341		4.90 Mbps		10.6%		2.1GB
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Lossless compression enables greater STTP throughput

STTP Project Update - April 15, 2019



IEEE 2664

IEEE C37.118

Points Per Mbps of Bandwidth

Demonstration Test Results



Number of Measurements at 30 points/sec

1,200

1,700
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450	1125	2085	5085	2641	6441	8341	1097.560975609756	1136.3636363636365	1219.2982456140351	1088.8650963597431	1726.1437908496732	1731.4516129032256	1702.2448979591836	







Lossless compression requires more CPU cycles

Demonstration Test Results

Number of Measurements at 30 points/sec



IEEE 2664

IEEE C37.118

Measurement Points per CPU Percent Use



650

1,020

STTP Project Update - April 15, 2019
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450	1125	2085	5085	2641	6441	8341	136.36363636363637	312.5	508.53658536585368	1017	517.84313725490199	723.70786516853934	786.88679245283026	





The 5 Mbps limit for the test was adequate to represent large phasor data flows between RCs over the EIDSN – 300+ PMUs in the case of C37.118 and 400+ for STTP.

The STTP beta code performed well in both publication and subscription modes.  No issues were discovered during the test.

Setup and configuration worked smoothly and is significantly improved over C37.118 without the need for both parties to have the same namespace or share measurement point keys.

STTP achieved desired bandwidth reductions with simple lossless compression techniques. (STTP is designed to enable easy plug in of new compression methods.)

The measured additional server loading for STTP compression/decompression is acceptable.

No other significant differences in the protocols were discovered during the testing.

Validation of operation in the demonstration was sufficient for TVA and SPP to begin longer term evaluation of STTP through its use as their production phasor data exchange protocol.

STTP Project Update - April 15, 2019

Test / Demonstration Conclusions
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Project Partners









IEEE 2664

STTP Project Update - April 15, 2019
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Real-Time Results Capture

STTP Demonstration – April 2, 2019

STTP Project Update - April 15, 2019
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Real-Time Test Monitoring

STTP Project Update - April 15, 2019





C37.118 – 30 Devices

C37.118 – 75 Devices



IEEE 2664
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Real-Time Test Monitoring

STTP Project Update - April 15, 2019





C37.118 – 139 Devices

C37.118 – 339 Devices



IEEE 2664
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Real-Time Test Monitoring

STTP Project Update - April 15, 2019



IEEE 2664





STTP – 139 Devices

STTP – 339 Devices
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Real-Time Test Monitoring

STTP Project Update - April 15, 2019



IEEE 2664





STTP – 439 Devices

STTP – All cases compared
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CIP compliance and synchrophasor data

Most focus on PSP and ESP

Concerns about Routable vs. Non-Routable

Documentation

Diagrams











Confidential & Proprietary  |  Copyright  © 2019





Slide  ‹#›



Architecture CIP and Non CIP
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Wide Area Monitoring System  - WAMS

Page 1





PMU & DFR devices in Substations

GPS





Control Center



Control Center PDC





Archiving raw synchrophasor data











Real-Time Analytics & Visualization

Off-Line Grid Analytics

© Electric Power Group 



Real-Time Dynamics Monitoring System (RTDMS®) Platform

Real-Time Grid Analytics

Data Management

Secure Data Access

eLSE

enhanced Linear State Estimator – eLSE
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Data Recovery from Devices in Substation

EPG Proposed Solution

2

© Electric Power Group 
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Real-Time Deployment

One or More PMU’s Deployed in Substation 

Can be Independent Devices

Can be Redundant Devices

One Substation PDC Deployed in Substation

Consolidate PMU streams

Includes local Storage of PMU Data

Includes installation of Data Recovery Client agent

Data Recovery:  Requires Local Storage at Agents

Data Recovery Client (DRC)

Installed at the Substation on SPDC

Reports on Available Data (Signals, Time Duration, etc.)

Sends Archived Data On Request

Data Recovery Server (DRS)

Installed at the Control Center

Monitors Phasor Archiver for Missing Data

Requests Missing  Data to be sent from DRC

Folds missing data back into Archive with updated Quality Status



Data Recovery

© Electric Power Group 
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Real-time

IEEE 37.118/

IEEE 37.118.2

Phasor Archiver

Data Stored in 
Phasor Archiver

DRC

DRS

Offline Request/Results







Wide Area Network
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Linear State Estimation

eLSE – EPG’s enhanced Linear State Estimator

© Electric Power Group 2017. All rights reserved

4







|

eLSE:  EPG’s enhanced Linear State Estimator (eLSE)

Next generation technology made possible by synchrophasor data

Expanded Visibility

Pseudo PMU’s

Identify Model Errors

Linear: Always solves

Much faster, can track transients, not feasible with SCADA

Accurate

Replace Bad Data with calculated values



Linear State Estimation Using Synchrophasors
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Traditional SE utilizes SCADA. Issues Include:

Iterative Process: Convergence not guaranteed

Time consuming

Accuracy
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State Estimation with Synchrophasors
Benefits and Deployment Examples with eLSE

© Electric Power Group
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				BPA		Duke		SCE		ERCOT		PEAK		PJM

		Deployment 		2015/16		2015/16		2016		2016/17		2016/17		2016/17

		Months of Operation		34		19		14		11		12		12

		Rate samples/sec		60		30		30		30		30		30

		Number of Substations
with PMU		37		54		13		30		171		106

		Observable Substations		65		56		52		54		491		675

		Use Cases 		Data Conditioning		Data Conditioning		Data Conditioning		Data Conditioning		Data Conditioning		Data Conditioning

				Increased Observability				Increased Observability		Increased Observability		Increased Observability		Increased Observability

				 		Synchrophasor System for Grid Resiliency with PhasorNXT		 		Synchrophasor System for Grid Resiliency with PhasorNXT		 		
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ADD DUKE
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Current PMU Coverage - 13 Substations
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eLSE Extended Visibility to 52 Substations at SCE
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		Elements		# 

		PMU		19

		Phasor Measurements		103

		Substations with PMUs		13

		Estimated Substations 		39

		Total Substations
(500kV and 230kV)		52

		Lines		92

		Transformers 		154

		Nodes in Model		2775

		Breakers		731

		Switches		2004

		Series Capacitors		12

		Shunt Capacitors 		41
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Thank You



251 S. Lake Ave., Suite  300

Pasadena, CA 91101 

626.685.2015

www.electricpowergroup.com
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Phasor Data is stored 

At the Sample Rate

In Binary Form

Inside a Relational Database





EPG’s Phasor Archiver

© Electric Power Group 
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Data Values Storage Size

Status, Digitals, Analogs – 2 Bytes

Frequency / DFDT – 4 Bytes

Voltage (Magnitude / Angle) – 4 Bytes

Current (Magnitude / Angle) – 4 Bytes

Angle Difference – 2 Bytes

Power / Flow Gates (MW / MVAR) – 4 Bytes
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Column Name Column Type Description

TimeStampUTC decimal (15, 3) Timestamp in UTC with fractural seconds, not
null

SourceID FK, int Source ID

Type tinyint Data (1), descriptor (0), not really used so
far

Size int The blob size in bytes

CRC smallint CRC of Value for validation

Value Varbinary (max)

BLOB of a data sample
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Why Archive Synchrophasor Data?

NERC PRC 002-2

Deliver COMTRADE files after events

PSRC H8 Application of COMTRADE for Synchrophasor Data

NERC MOD 27,27,33

Generator and System model validation

Planning Engineers

Post Event Analysis

Asset Health

Asset Condition Based Maintenance

Baselining

Non Real Time Uses
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openHistorian

NASPI Workshop – Archive Strategies Session

April 15, 2019







Architecture Components

NASPI Workshop - April 15, 2019







Self-hosted and security synchronized instance
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Common Deployments

Inside ESP environments

Low cost option for versatile archive in secure environment

Data forwarded “out” of ESP to other historians

Front-end data processor for OSI-PI or eDNA

openHistorian manages data connections

Maintains a small rolling archive (e.g., less than a month)

Forwards data to commercial historian for long term storage

Synchronizes meta-data with

Protocol translation service, e.g., F-NET to IEEE C37.118

Used as Grafana front-end hosting service

NASPI Workshop - April 15, 2019
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openHistorian includes Grafana (https://grafana.com/)

Open source

Rapidly expanding library of graphical widgets

Tutorials on-line (YouTube)

Displays easily shared and modified

Extensible

Data integrated across multiple domains

GPA published plug-ins for openHistorian and PI



The open platform for beautiful analytics and monitoring







https://grafana.com

https://www.youtube.com/watch?v=1cRWVMw5U-c&t=610s

( for a demo)

NASPI Workshop - April 15, 2019
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Standard Display Plugins

Clock

Pie charts

Alert List

Lists of links (to other dashboards)

Graphs – line, bar, area, etc.

Heatmap

Single stat

Tables

Markdown Text
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Contributed Display Plugins

Gauges

Traffic Lights

Annotated Diagrams

State vs. Time Panel

Geo-Loop Heat Maps

User Interaction

Plot.ly

Radar Charts

Data overlay on pics

Status Dot (SSAM)
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Browser

Server Side Systems



Grafana Data Sources

openHistorian
(~ 25 mSec Latency)

GSF Performance Historian(s)

openPDC

SIEGate

…





OSI-PI




STTP / Real-time
(Futre)

NASPI Workshop - April 15, 2019







Data source, 
filters and functions





Saved
Dashboards



Plugins
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Built-in System Status
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PMU Dashboard with Alarming
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Real-time data from relays via DNP3 and openMIC



DNP3 Sourced Dashboard

NASPI Workshop - April 15, 2019
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Trending Data Displays

Frequency

ACE

Load

Generation
(Wind Generation)

Interchange

Time

NASPI Workshop - April 15, 2019









	‹#›



Trending Data Displays – T&D Oscillation Detection

2-Axis

Energy

Bad Data

15 minute window

5 second refresh

Oscillation Bands

Band 1 – 0.0 to 0.1 Hz 

Band 2 – 0.1 to 1 Hz

Band 3 – 1 to 5 Hz

Band 4 – 5 Hz and Up

NASPI Workshop - April 15, 2019
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“Mapped Data” Displays – Phase Angle Difference Monitoring

Used Leaflet and new “polar widget”

Demo will show:

Ability to build custom Grafana panel with configurable options.

Geospatial display with zooming

Options for multiple map base layers

Drill down to more detail



NASPI Workshop - April 15, 2019



A display to monitor angle differences.
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“Mapped Data” Displays – Map Overlays

Map overlays via Leaflet

ESRI provides a tile layer for Leaflet

Demo will show:

df/dt on a gradient display

Ability to zoom and pan the map display

Addition of a weather layer

NASPI Workshop - April 15, 2019



A display to highlight frequency change.
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GPA Data Plug In – 36 functions for on-the-fly analytics and growing

Average

Minimum

Maximum

Total

Range

Count

Distinct

Absolute Value

Add

Multiply

Round

Floor

Ceiling

Truncate

Standard Deviation

Median

Mode

Top

Bottom

Random

First

Last

Percentile

Difference

Time Difference

Derivative

Time Integration

Interval

Include Range

Exclude Range

Filter NaN

Unwrap Angle

Wrap Angle

Label

Subtract

Divide



NASPI Workshop - April 15, 2019



	‹#›





15



image2.png

GRID
PROTECTION
ALLIANCE






image3.png

GRID
PROTECTION
ALLIANCE






image4.PNG

I

Protocol

Intermediate Files

GEP
Pub/Sub

periodically

MongoDB API
Mirror

ARCHIVER

)

Web Services

)

Adapters

Custom Output

terfaces

SNAPdb SDK

E
@

Bulk Data

t ]

SNAPdb Libra

openHistorian

Configuration

openHistorian openHistorian
. " Information
Process Mim

openHistorian
Information Insight

Administrator’s Client

Enterprise User Client






image5.png







image6.png

{9 Grafano






image7.png

5 EEEEEE eece

20035151300

201739131250

20035131240 o—oO
Graphite S Elasticsearch
@ ‘
Cloudwatch InfluxDB
'° ’ ’ 57 78 °_°‘
Prometheus

Hosted Metrics







image8.png

IS DATA SOURCE

TC

OSlsoft-PI
by Grid Protection Alliance

Datasource plugin for
OSlsoft Pl Web APl






image9.png

I DATA SOURCE

openHistorian
by Grid Protection Alliance

datasource plugin for
opentistorian






image10.png

10:44:02 AM






image11.png







image12.png

Selcted Servers lert:
& ALERTING or 2 days

Selected Severs lert:
O ALERTING for 2 days

Aerting






image13.png

8

60

20

09:30

09:40

09:50

'Simple graph

10:00

10:10

10:20






image14.png

Histogram over time

e
R

0500 0600 0700 0800 0900 1000 1100 1200 1300 1400 1500

04:00






image15.png







image16.png

Time series to columns

Time v backend_01 backend_02 backend_03 backend_04

2015-12-04 11:49:40 268 °F 2713 °F 251°F 250 °F
2015-12-04 11:49:20 267 °F 264 °F 283 °F 271°F
2015-12-04 11:49:00 259 °F 267 °F 261 °F 266 °F
2015-12-04 11:48:40 295 °F 285 °F 294 °F 287 °F
2015-12-04 11:48:20 266 °F 281°F 284°F 282°F

2015-12-04 11:48:00 279 °F 297 °F 295 °F 281°F







image25.png







image26.png

Bridge Strains







image27.png

Status Dot






image17.png

Traffic Lights

su SN AA AC A3 LH AZ QK KL BA
(720) (50.0) (1.0) (150) (90) (9.0 (80 (700 (7.0) (5.0

v 4 AH AF
20) (00 (0.0






image18.png







image19.png

TN
mnm.w

/-%WN

DB-Node1
DB-Nod






image20.png

System State

RUNNING (64%) = PAUSED\(35%) ™ STARTING (2%) MANTIICING (0%)






image21.png

- Branivep. = e

E i

®
°

< ook > @M1, WNWOM. &







image22.png

o ey -

Are you sure you want to kil this query?

il







image23.png

v Scatter

i
m
i
:







image24.png

Panel Title







image28.png







image29.jpeg







image30.png







image31.png

sttp






image32.png

worarana

Beautiful metric & analytic dashboards







image33.png







image34.png

@ - gBsystemsStatus- w @

o € ZoomOut » @lLast5Sminutes utc Refreshevery5s &

22 Grafana Home & openHistorian Home

‘openHistorian CPU oopenHistorian Memory openHistorian Up Time
S0 302068
o
¢ ame 2.36 weeks

- 33%

's 301068 *
140500 140530 14:06:00 140630 1407:00 1407:30 140800 140830 14:09:00 140930
| = openistorian process memory Min: 3.01047 GB Max: 3.02294 GB Current: 302204 GB.
Grafana CPU Grafana Memory Grafana Up Time
200M8
275M8
%0 250m8
SMB S S S S e e e e e eie e e e o e e e e e s e e e e e e e o o
\&

2.36 weeks
0.0%

o S 150MB
14:05:00 140530 14:06:00 14:06:30 14:07:00 1407:30 14:08:00 14:08:30 14:09:00 14:09:30

= Grafana process memory Min: 23.13MB Max: 23.13 MB Current: 2313 MB.

openHistorian System Statistics Active Input Connections Input Data Completeness

62K
Statistic v Value

61K
System statistic for Number of threads currently used by this process. 86

60K
System statistic for Number of IP datagrams (or bytes on Mono) currently sent by this process per

40274
second. 87 ELTS
S —
System statistic for Number of IP datagrams (or bytes on Mono) currently received by this process per e =
second. h I3
1405 1406 1407 1408 1409

System statistic for Current thread lock contention rate in attempts per second. ]

— Received = Expected







image35.jpg

{5 - BEARKTesting-DeviceStatus- = 2 B @

O Good [ BadTme M OutofService [ Alam

Cumberland  DVS-Pmut. Johnsonville
0 Davidson #3 0
0
SSS1-Pmul  SSS1Pmu2  SSS1Pmu3  SSS1-Pmud
0 0 0 0
Sqn 500 Line
0
RCS2Unit1  RCS2.Unit2  SQN1-San- SQN1-
0 0 Gent SqnxfmrSh
0 0
Pmu2-BullRun  Pmu3.BullRun  Pmud-Bull Run  Pmu5-Bull Run
Fo Fo Fo Fo
0 0 0 0

[E GoodData M Avaiable Bag Data Ml Total Avaiable Data

MRS-Marshall
Ky

o
SSS1-PmuS

0

Wbn 500 Line
0

Pmut-Lagoon
Cree
0
Pmut-Bull Run
Fo

0

Aarms
MNS-Mont. Tn omi S6S- VLSVolunteer  WBN1-Wats
500KV ) Sebastopol 0 Bart
0 0 0
SSS1-Pmu6  SSSIPmu7  PHS1-Pmul  PHSI-Pmu2  PHSI-Pmu3  PHSI-Pmu4  PHSIPmuS  SNS1-Pmui
0 0 0 0 0 0 0 0
RBSS- JST1JscoClgt JST1-JscoClge JST2JsccClgd  JST2JsceSlg  Pacct-Cit Pacct-C2
B 0 0 0 0 0 0
Solar
Pmu2-lagoon Pmudlagoon Pmud-Lagoon PmuSlagoon Pmublagoon Pmu7-Lagoon  Pacc2-Ct3 Pacc2-st1
Cree Cree. Cree Cree Cree Cree 0 0
0 0 0 0 0 0
Pmu2.Bull Run  Pmu3Bull Run  Pmud-BullRun  PmuS-BullRun  Pmu6Bull Run  Pmu7-Bull Run  Pmu8-Bull Run  Pmug-Bull Run
Fo Fo Fo Fo Fo Fo Fo Fo
0 0 0 0 0 0 0 0
Availability

'WBN2-Watts
Bar2
0 =
SNS1Pmu2  SNS1-Pmu3
0 0
RCS1-Mocc1 | RCS1-Mocc2
0 ]
SQN2-Sqn- E
Gen2 SqnxfmeS|
] 0
Pmu1-Pin Hook  Pmu2-Pin Hook
2 2
0 0

< zoomou > OlastGhours Refreshevery30s &

Pmut- Magnolia Ct
Moccasin DI Unit
0 0
SNSTPmu4  SNS1-Pmus
0 0
RCS1-Unit3  RCS1-Unit4  RCS2Bank5 RCS2-Mocc3d
0 0 0 0
BFN_Unit 1 BFN_Unit2  BFN_Unit3  Pmut-Bull Run
0 0 0 Fo
0
Pmu3-Pin Hook  Pmud-Pin Hook Pmut Pmu2-
2 2 Moccasin Df  Moccasin DI
0 0 0 0






image36.png

PCB A Alarms

R Switch SC Switch Hot Line Tag Dead Line Switch Low Gas Alarm Low Gas Lockout

Loss of Close
Excess Motor Run Trouble Alarm Primary DC Failure Sec DC Failed
Potential

SEL-451 Password

Pri Prot Relay Fail Sec Prot Relay Fail DC High Warning AC Ripple
Fail
Primary Trip Coil Secondary Trip Coil Breaker Failure
Monitor Monitor Lockout
Line #1 115kV - MW Line #1 115KV - MVar Line #1 115kV - Vs Phase 1 (kV) & Line #1 115kV - 3V0 Magnitude

e

119 12 0.010 ) 41

Line #1 115KV - Amps Phase 3 Line #1 115KV - Amps Phase 2. i Line #1 115KV - Amps Phase 1 i Line #1 115KV - Amps Ground

w) (o)

599 647







image37.PNG

G- Bommowver- & £ 5 0 o> 0 s
- - ey s gy

on @omm
s - amasen - - s

cooms ey s st e ez 10:23:32

ozl |






image38.png







image39.png

{O- BopTrend- « @ o

Substation X Oscillation Energy (Freq Input)

Band 1 Energy

= PPA1!PAUL_500_A1_SA_FQ_OD_RMSEnergy_Band1:05C
== PPA1!PAUL_500_A1_SA_FQ_OD_PctBadData_Band1:05C

Band 3 Energy

0.00035 100
0.00030

0.00025

0.00020 ‘
0.00015 Ml ‘ f | -
0.00010 i il * l

0.00005 WY I i |

0

8 & 8 8

19:56 19:58 20:00 20:02 20:04 20:06 20:08

= PPAT!PAUL_500_A1_SA_FQ_OD_RMSEnergy_Band3:05C
= PPA1IPAUL_500_A1_SA_FQ_OD_PctBadData_Band3:05C

<+ ADD ROW

€ ZoomOut » @ Last15minutes Refreshevery5s &
Band 2 Energy
0.00150 100
0.00125 80
0.00100
60
0.00075
40
0.00050
0.00025 20

0

=]

19:56 19:58 20:00 20:02 20:04 20:06 20:08

= PPATIPAUL_500_A1_SA_FQ_OD_RMSEnergy_Band2:05C
== PPATIPAUL_500_A1_SA_FQ_OD_PctBadData_Band2:0SC

Band 4 Energy
0.00025 100
0.00020 80
0.00015 60
0.00010 40
0.00005 20
0 0
19:56 19:58 20:00 20:02 20:04 20:06 20:08

== PPAT!PAUL_500_A1_SA_FQ_OD_RMSEnergy_Band4:05C
== PPATIPAUL_500_A1_SA_FQ_OD_PcaBadData_Band4:05C






image40.PNG







image41.PNG







image1.png








Jared Bestebreur, Lead Product Manager

Schweitzer Engineering Laboratories

SEL SynchroWAVe Archive Presentation

NASPI Data and Archive Workshop

4/15/2019





IEEE C37.118

Time-Series Network Architecture 
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SynchroWAVe

Traditional Synchrophasor Architecture
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Time-Series Network Architecture 

Relays
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Time-Series Network Architecture 
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Time-Series Network Architecture 
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Time-Series Architecture with Local Control





Time-Series Network Architecture 
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Triggered Event Report
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Time-Series Architecture
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Edge Node

1 Million Samples/second
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SynchroWAVe Central Architecture 
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SynchroWAVe SWAVE Database

SynchroWAVe Central
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SWAVE Database

(synchrophasors)

Event Report Database



SWAVE Database Features:

Time-series database.

File/Folder architecture (Local, SAN, NAS)

Simple management.

1 file per day, per PMU.

Raw file viewer.

Max/Min Index for fast 1 second to 1 year zoom.  





SynchroWAVe SWAVE Database Example
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D & 190205,000000000000,0 Alants_GA Raw, sviave 2/S/N9400PM  SEL SWave Synchrophasor Data File 101,251 KB
s ) 190204,000000000000,0 Atlants_GA Raw, siave 2A/19400PM  SEL SWave Synchrophasor Data File 101,251 KB
B viée & 190203,000000000000,0 Alants_GA Raw, siave 2AMO400PM  SEL SWave Synchrophasor DataFile 101,251 KB
) 190202.000000000000.0,Atlanta G Raw, swave 22AM9400PM  SEL SWave Synchrophasor Data File 101,251 KB
2 Computer & 190201,0000000000000 Alants_GA Raw, sviave 21/019400PM  SEL SWave Synchrophasor Data File 101,251 KB
P & 190131,000000000000,0 Alants_GA Raw, sviave 1/31/2019 400 P SEL SWave Synchrophasor Data File 101,251 KB
e & 190130.000000000000.0 Alants_GA Raw, sviave LA02019 400 P SEL SWave Synchrophasor Data File 101,251 KB
e & 190125,0000000000000 Alants_GA Raw, sviave 1/29/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
=D & 190125,000000000000,0 Alants_GA Raw, sviave 1/28/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
i B & 190127,000000000000 Atlants_GA Raw, sviave 1/27/2019 400 P\ SEL SWave Synchrophasor Data File 101,251 KB
o et b e suto (view) () 190175100000000000 Alants_GA o, swave 1/26/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
e S & 190125,000000000000,0 Alants_GA Raw, sviave 1/25/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
i et © 190124,000000000000,0 Atlants_GA Raw, sviave 1/24/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
T © 190123,000000000000,0 Atlants_GA Raw, sviave 1/2/2019 400 P SEL SWave Synchrophasor Data File 101,251 KB
i i e & 190122.000000000000 Atants_GA Raw, sviave 1/22/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
& 190121,000000000000 Atlants_GA Raw, sviave 1/21/2019 400 PM  SEL SWave Synchrophasor Data File 101,251 KB
Oy & 190120,0000000000000 Atants_GA Raw, sviave 1202019 400 P SEL SWave Synchrophasor Data File 101,251 KB

& 190119,000000000000,0 Alants_GA Raw, sviave 1/19/2019 400 P SEL SWave Synchrophasor Data File 101,251 KB g

Offline status: Online

2,596 items
Offline availability: Not available
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2019-02.11 000000100 | Good 1211812045556 163571395874023___|600052032470703 __|-0,000820000015664846
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2019-02.11 000000383 Good 121.170539855957 164059280395508___|600036223266602___ | 0,00822999980300665

2019-02.11 000000400 | Good 121.164604187012 164079452514648___|60.003360748291 ~00146700004115701

2019-02.11 000000416 Good 121.166128967265 164101776123047___|600037231445313 | 0.0124099999666214

2019-02.11 000000433 Good 121.171180725098 164120547119141 __|600046234130859 __|-0,000609999988228083

2019-02.11 000000450 _|Good 121.169136047363 164155853271484 ___|600043869018555 | 000181000004522502

2019-02.11 000000466 __|Good 121.166473388672 164174057006836___|600030364990234 | -0.00874000042676926

2019-02.11 000000483 Good 121.167854309082 164102855834961 __|600031318664551 | 000942099962717295 -
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SYNCHROWAVE – POST FAULT ANALYSIS

SynchroWAVE linked with sel team

Select relay events to open in synchrowave event 2015



Analog values and ser digital values





identify relay trip/pickup during fault event



Example 500kV line fault





SRP SYNCHROPHASOR APPLICATIONS
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PMU
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TRANSFORMER THROUGH-FAULT DATA FOR HEALTH RISK MANAGEMENT 
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SRP INTERNAL APPLICATIONS
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TRANSMISSION LINE POSITIVE AND ZERO SEQUENCE IMPEDANCE
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QUESTIONS

CONTACT : MATTHEW RHODES

EMAIL: MATTHEW.RHODES@SRPNET.COM
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BONNEVILLE POWER ADMINISTRATION

Operational Storage

Relatively short term archive using PI

Process Book displays for dispatchers, Data Link applications for planners, etc.

Real-time event detection and situational awareness tools developed and maintained in-house

Pro: Platform for custom applications, displays

Con: Requires full PI infrastructure

2







BONNEVILLE POWER ADMINISTRATION

Synchrophasor Lab

Sandbox for development of SP-based applications, post-event analysis, model validation, etc.

Goal: Store full fidelity (no compression or manipulation) PMU data, including all redundant pairs for >3 years (200 TB)

Goal: Minimize computational effort required by archive tools

If archive software drops packets, they are lost permanently

Goal: Develop archive and associated tools that are easy to install and distribute

Solution: Store C37.118 packets as they are received in flat binary files of one-minute duration
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BONNEVILLE POWER ADMINISTRATION

Phasor Data (.pdat) Files

Date/time embedded in file names for quick indexing
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BONNEVILLE POWER ADMINISTRATION

Sychrophasor Lab Tools

StreamReader – Real time trends of PMU/PDC data streams

PDAT Archiver – Store raw PMU/PDC streams in long term archive

PDAT View – Display post-event trends, export signals to .csv or COMTRADE

StreamPlayer – Replay archived data, for application testing

Pros: Installation in <1 hour on any PC, freeware

Cons: Built-in functionality limited to plotting, exporting
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BONNEVILLE POWER ADMINISTRATION

Sychrophasor Lab Tools

Plotting and exporting using PDAT View









BONNEVILLE POWER ADMINISTRATION

Indexing/Data Set Reduction

Store per-minute min, mean, and max of all signals 

Save data for each day as MATLAB .mat file for further analysis

Goal: quickly scan archived data for potential periods of interest

NOT stand-alone event detection or alarming

Perform detailed event detection, classification, and analyses only on periods of interest







BONNEVILLE POWER ADMINISTRATION

Indexing/Data Set Reduction

60 sps archive

(200 TB)

Compute 1 minute stats

1 day stat files

Scan for interesting time periods

List of potential events

Event data

Pull raw data during time period

Perform processor-intensive analyses

Challenge: define “interesting” for all measurement types







BONNEVILLE POWER ADMINISTRATION

Indexing/Data Set Reduction

Phasor magnitude

Voltage and current

Phase angle pairs

All combinations of positive sequence voltages

Frequency

Rate-of-change-of-frequency (ROCOF)

Frequency difference pairs

All combinations of sites

MW and MVAR for each current monitored







BONNEVILLE POWER ADMINISTRATION

Indexing/Data Set Reduction

2 years of data (2016-2017)

Raw data: 1,042,354 files, 32.3 TB

Reduced data: 726 files, 112 GB

Number of voltages: 560 (3 phase and pos. seq.)

Number of currents: 356 (Pos. seq.)

Number of phase angle differences: 2415 pairs

Number of frequencies: 70 (one per PMU)

Number of ROCOF: 70 (one per PMU)

Number of frequency differences: 2415 pairs

Number of MW/MVAR: 356 each

Storage “savings”: >280x
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BONNEVILLE POWER ADMINISTRATION

Contact

Tony Faris

Bonneville Power Adminstration

ajfaris@bpa.gov







BONNEVILLE POWER ADMINISTRATION
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1. Word Jumble

2. To Keep or
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Language Matters







1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

Language Matters

“Archive”, “Historian” implies…

















1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

Language Matters

“Storage” - OK 
“Database” – OK



How can we expose our underlying requirements through our language?



Data-as-a-Service

Data-as-a-Utility





1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

Keep is the Answer!

Inclusion:

Measure Everything; Keep Everything



Retention: 

Keep Everything, Forever



Compression:

NO LOSSY COMPRESSION







Inclusion: Measure everything, Keep everything

Retention: Keep everything for always

Compression: NO LOSSY COMPRESSION - put on your big-boy pants

The information that you are seeing is NOT (all) NOISE but even the noise can tell you about your system

The cost of storage is an exponential curve but the growing data volume is approximately linear - OGE

Storage medium/speed can be helpful to control cost of "older" data - but don't throw it away
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

No Value Prejudgments!

Who are you to decide whether data will be valuable in the future or not?

 

We are only stewards 
of the data.









Just because the data doesn't give YOU  joy does not make it worthless to others.

Who are you to decide whether data will be valuable in the future or not? You are only a steward of the data.

Events and Ambient data

What constitutes an "event" in one context may be too fine of a filter in another context

Events should be structured as a pass-by-reference - they only exist as metadata or annotations that link back to the database

There is plenty of valuable information in ambient data as well - use specific example, Green’s function to extract encoding of system dynamics
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

No Value Prejudgments!

Events vs Ambient Data



Define “Event” – Not easy, huh?



Events are not data, they are metadata - a pass-by-reference 
link to the data source.



“Ambient” data is still information rich







Just because the data doesn't give YOU  joy does not make it worthless to others.

Who are you to decide whether data will be valuable in the future or not? You are only a steward of the data.

Events and Ambient data

What constitutes an "event" in one context may be too fine of a filter in another context

Events should be structured as a pass-by-reference - they only exist as metadata or annotations that link back to the database

There is plenty of valuable information in ambient data as well - use specific example, Green’s function to extract encoding of system dynamics
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

Systems and Architecture



…or, finding things when we need them







Shoving stuff in closets and attics without thinking about how to find things or get them out when needed. Might as well throw everything away. - Great image opportunity

Potentially tell the story about the Dubai sand dunes

So often we are only concerned with "getting the data archived" that we don't consider the future use of the data. 

We make decisions about tools, systems, architectures, protocols, that are based on this assumption and these are wrong

We really need to consider the entire pipeline from ingestion through (iterative) analysis through driving applications and training ML algorithms

Analytics - data teaching people

ML - data teaching algorithms
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

Systems and Architecture

We’re often so concerned with just getting the data in that we don’t consider the future uses requiring processing the data or getting the data out.



This myopic assumption leads to poor decisions  about tools, systems, and architectures.







Shoving stuff in closets and attics without thinking about how to find things or get them out when needed. Might as well throw everything away. - Great image opportunity

Potentially tell the story about the Dubai sand dunes

So often we are only concerned with "getting the data archived" that we don't consider the future use of the data. 

We make decisions about tools, systems, architectures, protocols, that are based on this assumption and these are wrong

We really need to consider the entire pipeline from ingestion through (iterative) analysis through driving applications and training ML algorithms

Analytics - data teaching people

ML - data teaching algorithms
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

You Must Look at Your Data

Data Quality Matters



It’s wasteful to store garbage data but more importantly…







You only get one opportunity to capture that moment at that location in this universe.









You must monitor the data not simply because it isn't valuable to store garbage but simply because you will only ever get ONE opportunity to measure THAT moment of time in THIS universe.

DATA QUALITY

This is true even if you have not yet identified a use case for the data. When you identify the use case, you'll want for all of that data to exist in good condition.

This must be like having kids
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1. Word Jumble

2. To Keep or
    Not to Keep

3. The Anti-Kon-
    Mari Method

4. The Hall Closet

5. Data Binge
    Watching

QUESTIONS?

kevin.d.jones@dominionenergy.com
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Archiving Strategy



Edge Devices

On Premise/On Cloud

Archiving Time Series and Events
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Analytics Lifecycle

Traditional Analytics Lifecycle





Deploy







ETL















Data

Data Storage

Alerts - Reports Decisioning





    Model Dev / Execute / Monitor























1. Latency … Data analyzed after the fact

2. Information not always actionable

3. Reduced benefits/value

Access - Store - Analyze





Streaming Data





























Company Confidential – For Internal Use Only

Copyright © SAS Institute Inc. All rights reserved.



Company Confidential – For Internal Use Only
Copyright © SAS Institute Inc. All rights reserved.

Analytics Lifecycle

IoT Analytics Lifecycle
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Archiving PMUs

Key Points

Fast – Millions of events/second – sub-millisecond latency on commodity hardware

Agile – From lightweight embedded technology to cloud distributed architecture

Flexible – Flow Based Modeling for fast adaptation to change

High End Analytics – SAS® most advanced analytics and machine learning

Analytics at the Edge – Brings analytics closest to the event source. 

Enterprise Class – Seamless integration with existing IT architecture and open source
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Architecting Streaming Analytics

Challenge:

SOC center SCADA observability versus PMU measures at edge 

Samples per second (PMU 30-120 samples per sec)

Time Synchronization (GPS)

Measured Aspects (SCADA – Magnitudes ; PMU – Magnitudes and phase angles)



Detection of events that occur within engineering specs

Frequency varies within engineering specs

Data points are highly auto-correlated



Solution:

Real-time forecast of expected values and detect deviations

Expected value based on time series model

Residual differences from expected values with Upper & Lower Spec limits



Processing PMU High Speed Data
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Streaming Source

Aggregate

(Moving average of values)

Calculate

(Forecasted Values)

Discrete Events to Cloud









Processing PMU High Speed Data

Edge Streaming Analytics

Calculate

(Residual value of observ vs forcst)

Calculate

(UCL & LSL control limits)
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Edge Streaming Analytics

Architecture Overview
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Grid Stability Design Example

Edge-to-Enterprise IoT Solution using SAS Event Stream Processing (ESP)

Edge Devices

Historical data captured for Phasor Monitor Units (PMUs) at different locations

Data captured includes Frequency, Current, Voltage on Grid

ESP Model enriches the data to send back into On-Premise Model

On-Premise / Cloud

All PMU data sources are analyzed to determine abnormalities within grid

SPC processing determines individual excursion of signal

Clustering technique (DBSCANS) processes excursions to see if a sudden occurrence of events happened in short time period

Outputs both events and time-series data



Edge Devices

On Premise/On Cloud

Archiving Time Series and Events
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from Data to Action



PowerLink Data Management Framework

				Dr. Pavel Kovalenko
Viktor Litvinov
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Premium Information Services

2

Design, Develop and Deploy digital transformation solutions for the InterConnected World.

Power system and industrial automation

Business Analytics, Data Warehousing and Big Data

Information Security and Compliance

from DATA to ACTION
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“There will be 50 billion things connected to the internet by 2020”, Cisco Internet Business Solution Group

IIoT Intelligent controller (IC)

Edge Computing Paradigm

Consumers

Other systems and modules

Households

Generators

Substations





EMS
SCADA

AMR

3rd party Historian

Cloud-Ready Platform

© 2019 GRT Corporation
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IC





Analytics

Power Plant monitoring

Substation monitoring

Low frequency oscillations monitoring



System Stability monitoring

Fault system restoration

Real Time Recovery



Demand response

Load Forecasting

DER Forecasting

DER Asset management



Equipment life extension

Predictive maintenance

Optimal equipment placement

Data sources

Phasor measurement units (PMUs)



Phasor data concentrators (PDCs)



IEDs and protective relays



Frequency disturbance recorders (FDRs)



Supervisory control and data acquisition (SCADA) systems



Smart meters



Geographic information systems



Weather forecast data

Electricity market information

© 2019 GRT Corporation

4

Data Driven Analytics
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Distributed Layered Data Management

5
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Microgrid customer

Primary

customer

Secondary

customer

Industrial

customer

Power plant

Transmission Lines

Substation

At each level decisions are made on the basis of the data available at this level.

Data required at higher levels is transmitted: only the minimal required amounts and granularity 

Higher levels distribute global updates to lower levels

Aggregation level

Data from all underlying nodes is collected

Batch mode of data transfers

Grid-specific rules of data filtering

Increased latency





Regional Control Center

ISO Level Control Center

Edge level

Each device make its own decision locally based on its data 



Near real time speeds

Global Level

All data is collected in batch mode for analysis

Near time data is aggregated from all the regions

Global network configurations are transferred to lower levels

Data Flows

Global Level

Market operations (day-ahead market)

Development planning

Edge level

Predictive diagnostics (short-term – early warning): generators, transformers, switchgear

Emergency analytics and control

LFO analysis (equipment)

Aggregation level

Market operations (real-time market)

Load distribution optimization

Predictive diagnostics (long-term – maintenance): generators, transformers, switchgear

LFO analysis (local)
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REGIONAL CONTROL CENTER A





















Load balancer

Data Intake

Processing



Storage and Analytics



Stores only data required for this region and aggregated global data

Region-level analytics



Message Queue

REGIONAL CONTROL CENTER B





















Load balancer

Data Intake

Processing



Storage and Analytics



Stores only data required for this region and aggregated global data

Region-level analytics

Message Queue

ISO LEVEL CONTROL CENTER A





















Load balancer

Data Intake

Processing



Global Storage and Analytics



Stores and analyzes all available data in batch mode



Message Queue



SUBSTATION LEVEL





















Load balancer

Data Intake

Processing



Storage



Local storage for local decision integrated with global cache

Message Queue

DEVICE LEVEL















Load balancer

Data Intake

Processing



Storage



Local ecision integrated with global cache

Message Queue

DEVICE LEVEL



















LOAD BALANCER

Data Intake

Processing



Storage



Local storage for local integrat-ed  with global cache

Message Queue

DEVICE LEVEL



















LOAD BALANCER

Data Intake

Processing



Storage



Local storage for local integrat-ed  with global cache

Message Queue

Data Partitioning – Distributed Multi-node

© 2019 GRT Corporation

Using new techniques of data exchange the data flows have been optimized over 5 times

Combining REST API (web-services) and RabbitMQ messaging middleware we provide on-line and off-line data exchange between PowerLink nodes
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REAL-TIME PROCESSING (MULTI NODES) – KUBERNETES CLUSTER















Flexible archiving – Node Structure

© 2019 GRT Corporation
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PDC

PMU, DFR, other IEDs

RTU

SCADA

PLC

















Vert.x

Data receivers

Vert.x

Data receivers

IEC 104, C37, OPC etc.

IEC 104, C37, OPC etc.

Vert.x

Type A processing







GLOBAL STORAGE 

AND REAL-TIME ANALYTICS

MULTI NODES CLUSTER



































Vert.x

Vert.x

Vert.x

Influx DB

Data pre-processing

Application 1

Application N

MongoDB

memory cache

Type B processing

Type N processing

Vert.x

Async routing

Data routing

Rest API

Vert.x

Rabbit MQ / Kafka

Message queue

raw and processed data







BIG DATA STORAGE AND ANALYTICS MULTI NODES CLUSTER



































Vert.x

Hive / HDFS

Spark SQL
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Data Quality Assurance

Object level: raw 10+ kHz sampling rate data for protection and relay due to the transient (at the substation or power plant). Hardware solutions (IED, protection and relay)

Region level: time synchronized data exchange between neighboring objects

Interconnection level: “conventional” telemetry and PMU data validation at Control Centers with advanced algorithms

© 2019 GRT Corporation
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1st level

2nd level

3rd level
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PowerLink highlights

Scalable platform for building WAMPACS using multi stream technology

EDGE Architecture, supports IIoT and classical SCADA/PLC/DCS data sources

Distributed historian with very fast search and data export capabilities

High performance (sampling rate of 50–200 measurements per second for one channel)

Unlimited scalability in tags - over billion tags/columns address database space available

Advanced visualization 

Proven data and information security

Implemented in geographically distributed system spanning more than 2000 miles with 100ms data latency



© 2019 GRT Corporation
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Decide which of the three consecutive slides we engage
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GRT Sample Clients
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Thank You

GRT Corporation



Viktor.Litvinov@grtcorp.com

www.facebook.com/grtcorp



www.twitter.com/grtcorp
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Q&A
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PowerLink Data Management Framework






Archive Architectures

Both Large and Small

Multiple Locations

Disaster Recovery

High Availability

Easy to export
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Archive Architectures
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Trouble Shooting

Understand the terminology

Take advantage of time stamps

Build Dashboards





Just because the name is trouble shooting doesn’t mean you should use the shotgun method
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Trouble Shooting



Counting how many samples arrive every minute can help trouble shooting 

In this case it could indicate router issues or some timed process overloading the network

Data Dropouts Substation PDC to Control Center PDC

Typical of TCP/IP communication issues
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Trouble Shooting



PMU to PDC communication errors as seen on the output of the PDC

Spread out over entire day (4407 data errors)

Typical of UDP communication issues
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Dashboards







TCP/IP does not guarantee 100% delivery
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Trouble Shooting



Many departments are required to make it all work
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Conformity Assessment Program Update
IEEE 1588

Terry Jones, ORNL
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ORNL is managed by UT-Battelle, LLC for the US Department of Energy



‹#›



‹#›

 Open slide master to edit
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IEEE 1588 Conformity Assessment Program


A series of tests (test suite) to determine if a Power Industry device is conformant (can be downloaded)

https://www.iol.unh.edu/1588PowerProfileConformance   <- available here

Conformant:  A well-defined criteria (tests) to establish compliance to the specification. 

Follow-on topics being discussed include, but are not limited to, Interoperability, Cybersecurity, Redudancy, etc. 

University of New Hampshire Interoperability Laboratory &                National Institute of Standards & Technology

Currently version at 1.22

Divided into 13 groups of tests

Validates behavior (timeouts, protocol values, response behavior, …)
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 Open slide master to edit

IEEE Certificate and Registry

Upon successfully passing all tests, applicants receive a certificate and are listed on an IEEE registry (shown for Synchrophasor program).









3
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TSS preview testing at ISPCS Workshop







Sample testing offered at last 3 ISPCS Workshops





Need to transition to Pilot Program for more thorough test and feedback on TSS and to transition to active Certification
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 Open slide master to edit

Test Suite Specification (TSS) 
for IEC 61850-9-3 / IEEE C37.238
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What it Covers: Two power profiles

IEC / IEEE 61850-9-3  (Everyone has to conform to this standard)

IEEE C37.238 (This is an optional extension)









‹#›



‹#›
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Utilities interest in a Conformity Assessment Program for PTP Power Profile devices

BPA & AltaLink will look to include certification into their procurement language in the future. 

Utilities viewed as end-users of these products and garnering their support in this effort is pivotal to this program’s success.
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What You Can Do – One of Three Ways

Consider Sending equipment to UNH Pilot Program for full evaluation report

$6000

3 months

Helps to advance Power Test Suite (still formative, but useful at this point)

Funds grad students in an area we want funded

https://www.iol.unh.edu/1588/power

Consider Participating in the IEEE-SA ICAP-CASC (small fee)

https://standards.ieee.org/products-services/icap/ptp-power-profile/index.html

Consider Hiring an Intern with NIST or UNH experience

• contact: Bob Noseworthy <ren@iol.unh.edu> 
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IEEE STANDARDS ASSOCIATION <©IEEE

IEEE Standards Association Conformity Assessment Program
IEEE |IEEE Synchrophasor Certification Program

C37.118.12-2014 Product Name
Synchrophasors Model Number
Firmware

As Submitted By
<COMPANY NAME>

This certifies that the above product was tested in accordance with IEEE Standards Association Conformity
Assessment Program (ICAP) policies by the ICAP authorized test laboratory in accordance with the IEEE Test
Suite Specification identified herein and was found to comply with all applicable requirements as detailed
in the test report issued to the submitter.

Standard: |IEEE C37.118.1a-2014 IEEE-SA Representative

Test Suite: |IEEE Synchrophasor Measurement Test Suite John Doe
Specification - 2014 Title

Date

IEEE makes no representation or warranty, expressed or implied and assumes no liability of any kind in connection with or arising out of this certification and the related test report
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1588 Power Profile Conformance
Test Suite Specification
Version 1.22
Technical Document

NOTICE: This is a living document. All contents are subject to change.
Individual tests and/or test groups may be added/deleted/changed in forthcoming revisions.
General feedback and comments are welcome, please contact piplab@iol.unh.edu.

Last Updated: March 25, 2019

Tel: +1 603-862-0090
Fax: +1 603-862-4181
Email: ptplab@iol.unh.edu
Web: www.iol.unh.edu/1588

University of New Hampshire’s
InterOperability Laboratory

21 Madbury Drive,Suite 100
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Naming Conventions

Develop and Adopt a naming convention as soon as possible 

Avoid thinking it will easily be fixed later

Leverage existing naming conventions 

Involve Engineers, Operators, and IT in the development of the naming convention

While not technically either Data Archive or Networking issue using a naming convention can significantly improve data use

PMU and Signal names require different organization for use inside a utility vs. use by an RC or ISO

Original naming conventions were simple. Deployment was typically bus voltage and line current.  Now other equipment is being monitored with PMUs e.g. SynCon, Reactors, etc.
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Utility internal naming convention

RC or ISO naming convention
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Signal
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